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ABSTRACT

Here in this paper various watermarking
technique implemented so far and their
different application areas are discussed and
analyzed.  Although there are various
watermarking techniques implemented for the
secrete information hiding some of them are
analyzed and compared here on the basis of
certain parameters such as PNSR, watermark
signal strength and Bit Error Rate. Since
Watermarking enables hiding of secrete
information such that the information can be
secreting when sending to receiver.

Keywords:— Steganography, DCT, DWT,
Encryption, Digital Signatures, Check Sum,
LSB.

I. INTRODUCTION

Watermarking is a technique of hiding secrete
information such that the secrete information
can’t be shared with attacker. It includes low
level bit data that marks the information per-
copy based or per-provider based. There are
various application area where watermarking is
efficient used.

Prashasti Chaturvedi
M.Tech. Research Scholar
Department of Computer Science Engineering
Jai Narain College of Technology (JNCT)
Bhopal (M.P.) [INDIA]
Email : pprashastichaturvedi@gmail.com

Sweta Gupta
Assistant Professor
Department of Computer Science Engineering
SISTEC-E
Bhopal (M.P.) [INDIA]
Email: 6.swetagupta@gmail.com

Applications [1]

a.  Copyright Protection
1. Content owner embeds a secrete
watermark
i1. Proof of ownership by disclosing the
secrete key
b.  Fingerprinting
i. Embed a serial number describing
the recipient
ii. Later we can detect which user
copied the image.
c.  Authentication
d.  Integrity Verification
1. A fragile watermark assures integrity
e.  Content labeling
f. Rights Management
1. Galaxy group
ii. Secure Digital Music Initiative
[ii. Interrupt
g.  Content Protection.

Information hiding is a technique which
provides two types of information to be shared
between users one is steganography and other
is watermarking 3, hence on the basis

information hiding can be classified as follows:
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Figure 2. Classification of Information Hiding

Figure 3 shown below is the comparison of
various secretes communication technique
used for the secure communication between
sender and receiver ¥,

Confidenti- | Integ- | Unremov-
ability rity ability
Encryption YES NO YES
Digital NO YES NO
Signatures
Steganogr- YES/NO YES/ | YES
phy NO

Figure 3. Comparison o Secrete Information
Techniques

Steganography vs. watermarking

Although both of the above techniques are
based on the same working areas and
principles but there is a little difference
between two. But both of the technique is used
for the information hiding 1°* [+ 17),

The techniques are used to hide large amount
of information hiding and protection of these
data [,

Figure 4. Three original images of 256 x 256 pixels (a)
The original Lena Image (b) The original Facial Image
(c) The original Moon Image

® ®) ©
Figure 5. Three watermarked images of 256 %256 pixels
(a) The watermarked Lena Image (b) The watermarked
Facial Image (c) The watermarked Moon Image.

Different
Watermarking

Techniques of Digital

Digital watermarking is a process where
arbitrary information is encoded or hide in
image so that the secrete information is not
visible to the attacker !, It can be classified
and categorized as spatial domain and

frequency domain 1'%,

Spatial Domain Techniques

In this technique, the watermark is inserted in
the cover image changing pixels or image
characteristics!''.  The algorithm should
carefully weigh the number of changed bits in
the pixels against the possibility of the
watermark becoming visible!'?. Mahfuzur
Rahman and Koichi Harada proposed a
method to insert information in objects with
layered 3D triangular meshes such as those
reconstructed from CT or MI data, a parity
enhanced topology based spot area
watermarking method™”.
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Frequency Domain Techniques

With compared to the spatial domain
techniques frequency domain technique is
more useful and applied mostly. The most
commonly used transforms are the Discrete
Cosine Transform (DCT), Discrete Fourier
Transform (DFT), and Discrete Wavelet
Transform (DWT). The discrete wavelet
transforms (DWT) and the discrete cosine
transforms (DCT) are implemented very
effectively in numerous digital images
watermarking scheme. In this new era Singular
Value Decomposition (SVD) is also
implementing very effectively in the digital
image watermarking scheme.

Embedding check-sums in LSB

One of the first techniques used for image
tampering detection was based on inserting
check-sums into the least significant bits (LSB)
of the image data. The algorithm proposed by
Walton!®! in 1995 consists in selecting,
according to a secret key, pseudorandom
groups of pixels. The check-sum value is
obtained by summing the numbers determined
by the 7 most significant bits (MSB) of
selected pixels. Then the check-sum bits are
embedded in the LSB. The basic version of
this algorithm can be summarized as follows.

1| Predefined mark

B
!'a'T'L_'a

Original image Protected image

Private key

{a)

Predefined mark

L

Watermark extraction H Marks comparison

o I%

Tampered regions detected
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Figure 6: Generic fragile watermark scheme: (a)
Image security. (b) Authenticity verification.

II. LITERATURE SURVEY

Manjit Thapa, Dr. Sandeep Kumar Sood and
A.P. Meenakshi Sharma proposed a new and
efficient technique of watermarking based on
various types of attacks !'*. In this paper an
efficient watermarking based on singular value
decomposition is proposed which provides
efficient results as compared to the other
existing technique implemented for
watermarking. The technique efficient detects
and extract secrete information from the image
without any error rate. The technique strongly
resist against various attacks.

Watermarked [, Watermarked [, ‘Watermarked
Image Image Image
Extracted Examine U Detect D
‘Watermark Component Component
Generate Key PseudoRando PN_0&PN_1
m Seq.

Figure 7. Watermark Extraction Algorithm [1]

In this paper, we propose a robust watermark
embedding technique for JPEG2000
compressed and encrypted images. While the
proposed technique embeds watermark in the
compressed encrypted domain, the extraction
of watermark can be done either in decrypted
domain or in encrypted domain and found out
the Conclusion a technique to embed a robust
watermark in the JPEG2000 compressed
encrypted images. The algorithm is simple to
implement as it is directly performed on the
compressed-encrypted domain i.e it does not
require decrypting or partial decompression of
the content '),

In 2012 by Anamitra Makur, Nikhil Narayan
S. “Tamper-Proof Image Watermarking using
Self-Embedding”. Here propose a fragile
watermarking with self-embedding for
recovery of tampered image that does not use
authentication bits. We use a robust spread
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spectrum based watermarking scheme using

block based embedding, DCT based
compression, and other improvements.
Simulation results showing recovery

performance are presented and find out the
Conclusion we develop a novel algorithm for
tamper detection and recovery of images using

no authentication bit and robust watermarking
[16]

Here, the watermark is not only used for
tamper detection, but it also carries enough
information regarding the cover image so as to
help in recovering the tampered parts of the
received image. We have used a DCT based
image compression scheme, spread spectrum
image steganography to embed the watermark,
several error correction schemes (both at the
encoder and decoder) to enhance the
watermark extraction, and careful selection of
global and local MSE thresholds, to achieve up
to 90% restoration of the tampered image[16].

While the traditional approach of encrypting
enhancement layers suffers from high
computational encryption demand and
drawbacks in distribution, the proposed
window encryption approach can reduce
computational cost and allows a controlled
adaptation of the required security for many
application scenarios and find out the
Conclusion In this work have proposed the
window encryption approach for efficient
transparent encryption with JPEG2000. The
application of JPEG2000 error concealment
strategies to facilitate the effective deployment
of transparent JPEG2000 encryption is
proposed and experimentally approved!'”.

In 1999 by Saraju Prasad Mohanty gives the
concept about Watermarking is the process of
embedding data called a watermark (also
known as Digital Signature or Tag or Label)
into a multimedia object such that watermark
can be detected or extracted later to make an
assertion about the object. The object may be
an audio, image or video. A simple example of
digital watermark would be a visible “seal”

placed over an image to identify the copyright.
However the watermark might contain
additional information including the identity of
the purchaser of a particular copy of the object.
Based on the purpose of the watermark, it is
embedded either visibly or invisibly.
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