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ABSTRACT

In cloud computing, data owners host their
data on cloud servers and users (data
consumers) can access the data from cloud
servers. But during the access of data security
is an important issue that needs to be
maintained during communication. Since
various protocols are implemented for the
security of these cloud data Storage. Here an
efficient technique is implemented using the
hybrid combination of Access Policy based
Elliptic  Curve based Encryption. The
proposed methodology provides a secure and
dynamic auditing protocol for the secure
access of the cloud data storage. In this paper
we are presenting a survey of privacy
preservation in cloud storage. We also
discuss various method proposed by various
researchers.

Keywords:— Privacy preservation, Public
verifiability, cloud storage, hybrid cloud.

I. INTRODUCTION

With growing Internet scenario cloud
computing is novel technique to serve better
and secure services. Recently e-business is
progressively more conducted over the
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Internet. Cloud computing is the hottest
emerging computing technology where data
storage, platform, and IT services are offered
over the internet. Due to immense availability
of resources and numerous tasks being
submitted to the task management becomes
important for optimal scheduling which affects
the efficiency of the whole cloud computing
environment. The use of Cloud Computing is
ahead reputation due to its mobility and
massive availability in minimum cost. The
Cloud Computing provides its users benefit of
extraordinary access to expensive data that can
be turned into valuable insight that can help
them achieve their business objectives.

Preventing the cloud from involving in ranking
and entrusting all the work to the user is a
natural way to avoid information leakage.
However, the limited computational power on
the user side and the high computational
overhead precludes information security. The
issue of secure multi keyword top-k retrieval
over encrypted cloud data, thus, is: How to
make the cloud does more work during the
process of retrieval without information
leakage (M. Clouds can be explained as pools of
virtualized resources that can be easily used
and accessed. For optimum resource utilization
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the resources in cloud can be reconfigured
dynamically. With the help of strong cloud
architectures its mass computing and storage
centers organizations and individuals are
benefited while utilizing them. Cloud
computing basically contains virtualization, on
-demand deployment, Internet delivery of
services, open source software etc. .

With the help of internet and central remote
servers cloud computing maintains data and
applications. Cloud computing helps the
consumers and businesses to use clouds
applications and resources without installing
and accessing the personal files on any
computer through internet. Cloud Computing
provides efficient computing by centralizing
storage, memory, processing and bandwidth
promising lower costs, rapid scaling, easier
maintenance, service availability. The main
focus needs upon the data security and privacy.
Services provided by cloud computing are /.
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Figure 1. Cloud Computing Services

Cloud computing provides computing, storage,
and networking as services rather than
products. It allows the user to shift work and
resources from their personal computers or
even individual enterprise applications to a set
of cloud computers. Cloud Computing solves
the problems of hardware, machine failures
etc. The advantage of cloud computing is its
elasticity property which is the ability to add
capacity or applications at the same moment
without any prior notice and the pay-as-you-go

approach enables the small and medium sized
enterprises to use elasticity property as the
vendor has many customers the per-unit cost to
each customer can be lowered. Larger
companies manage collaborations easily in the
cloud .

Efficient cloud computing can be capable to
manage different data centers. These data
centers are able to run diverse workload with
time just because of running virtual machines
(VMs) inside them. This will lead high and
low recourse utilization. To deal with this
problem enhanced virtualization mechanism
were developed and recent researches still
going on in this era °!. Cloud computing has
been visualized as the next generation
information technology (IT). It is especially
constructed for enterprises to offer
extraordinary advantages like; location
sovereign resource pooling, ubiquitous
network access, on-demand self-service, usage
-based pricing, transference of risk and rapid
resource elasticity (.

Cloud security refers to the security of data,
networking and other resources from viruses,
worms, hackers, intruders etc. as far as security
issues are concerned its is of two types: first
one is category of cloud service providers
while another one is users of it. Various points
should be discovered that says that how secure
cloud services are achieved? Some common
parameter that are essential for cloud securities
are: authentication, privacy, personal and
physical security, availability and application
security. Security plays a vital during the
transmission of data from the sender to the
receiver in any environment. The cloud
computing provides on demand self service
methodology that authorizes users to request
resources dynamically as a best benefit. Data
can be stored and retrieved remotely and due to
this conventional cryptographic algorithm is
not used for security. Once the data has been
stored on cloud data storage security should be
maintained by cloud service provider. To
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maintain data security, publicly auditable cloud
storage providers trusted third party auditor
(TPA) to verify the data integrity of sourced
data to ensure security "),

To ensure cloud data storage security, TPA
calculates the service quality from an objective
and autonomous perspective. Public audit
capability also permits clients to delegate the
integrity verification tasks to TPA in case they
are not being able to commit necessary
computation resources performing continuous
verifications *. The privacy-preserving public
auditing is uniquely integrating the
homomorphic non-linear authenticator with
random masking technique. The individual
auditing of TPA can be tedious and very
inefficient ). Within cloud environment, the
clients themselves are unreliable or cannot
afford the overhead of performing frequent
truthfulness verifies. Therefore, for realistic
use, it seems more balanced to equip the
verification protocol with public verifiability
that is predictable to play a more significant
role in achieving economies of scale for Cloud
Computing "%, Verifiability is kind of
authentication mechanism. This will used to
authenticate or validate the party or sometimes
used to authenticate TPA. Verifiability of two
types private Verifiability and public
Verifiability. Private Verifiability is more
secure. Public Verifiability is forced user to do
not upload private data in cloud storage and
stored data should be correctly stored ',

II. RELATED WORK

Patel, Chandrakant D., Shah, Amip J., “Cost
Model for Planning, Development, and
Operation of a Data Center,”!" for the first-
time we define and solve the problem of
effective yet secure ranked keyword search
over encrypted cloud data. Ranked search
greatly enhances system usability by returning
the matching files in a ranked order regarding
to certain relevance criteria (e.g., keyword
frequency), thus making one step closer
towards practical deployment of privacy-

preserving data hosting services in Cloud
Computing. We first give a straightforward yet
ideal construction of ranked keyword search
under the state-of-the-art searchable symmetric
encryption (SSE) security definition, and
demonstrate its inefficiency. To achieve more
practical performance, we then propose a
definition for ranked searchable symmetric
encryption, and give an efficient design by
properly utilizing the existing cryptographic
primitive, order-preserving symmetric
encryption (OPSE). Thorough analysis shows
that our proposed solution enjoys “as-strong-as
-possible” security guarantee compared to
previous SSE schemes, while correctly
realizing the goal of ranked keyword search.
Extensive experimental results demonstrate the
efficiency of the proposed solution.

Q. Wang, C. Wang, K. Ren, W. Lou, and J. Li,
“Enabling Public Auditability and Data
Dynamics for Storage Security in Cloud
Computing,”"*!, we propose a secure cloud
storage system supporting privacy-preserving
public auditing. Our work is among the first
few ones to support privacy-preserving public
auditing in cloud computing, with a focus on
data storage. Besides, with the prevalence of
cloud computing, a foreseeable increase of
auditing tasks from different users may be
delegated to TPA. We utilize the homomorphic
linear authenticator and random masking to
guarantee that the TPA would not learn any
knowledge about the data content stored on the
cloud server during the efficient auditing
process, which not only eliminates the burden
of cloud user from the tedious and possibly
expensive auditing task, but also alleviates the
users’ fear of their outsourced data leakage.
Considering TPA may concurrently handle
multiple audit sessions from different users for
their outsourced data files, we further extend
our privacy-preserving public auditing protocol
into a multiuser setting, where the TPA can
perform multiple auditing tasks in a batch
manner for Dbetter efficiency. Extensive
analysis shows that our schemes are provably
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secure and highly efficient. Our preliminary
experiment conducted on Amazon EC2
instance further demonstrates the fast
performance of our design on both the cloud
and the auditor side. We leave the full-fledged
implementation of the mechanism on
commercial public cloud as an important future
extension, which is expected to robustly cope
with very large scale data and thus encourage
users to adopt cloud storage services more
confidently.

G. Ateniese, R. Burns, R. Curtmola, J. Herring,
L. Kissner, Z. Peterson, and D. Song,
“Provable Data Possession at Untrusted
Stores,” "], we present such a system—Cloud
Capacity Manager (CCM)—an on-demand
compute capacity management system and its
methods for dynamically multiplexing the
compute capacity of virtualized data centers at
scales of that combines various low-overhead
techniques, motivated by practical on-field
observations, to achieve scalable capacity
allocation for thousands of machines. CCM
achieves this scale by employing three-level
hierarchical management architecture. CCM
also sheds light on the tradeoffs due to two
unavoidable issues in large-scale commodity
data centers: 1) maintaining low operational
overhead, given variable cost of performing
management operations necessary to allocate
resources, and 2) coping with the increased
incidences of these operations’ failures. The
capacity managers at each level continuously
monitor and aggregate black-box VM CPU
and memory usage information, and then use
this aggregated data to make independent and
localized capacity allocation decisions. An
experimental evaluation on a fairly large
infrastructure, that to achieve better capacity
multiplexing, the focus needs to not only be on
the accurate prediction of workload demand
and aggressive optimization of the allocation
algorithms, but also on dealing with the
practical limitations of real-life infrastructures.

Cong Wang et al ™ propose a privacy-

preserving public auditing system for data
storage security in cloud computing. They
utilize the homomorphic linear authenticator
and random masking to guarantee that the TPA
would not learn any knowledge about the data
content stored on the cloud server during the
efficient auditing process that not only
removes the burden of cloud user from the
tedious and possibly expensive auditing task,
although also assuages the users’ fear of their
outsourced data escape. Taking into
consideration TPA may concurrently handle
multiple audit sessions from different users for
their outsourced data files, they further extend
our privacy-preserving public auditing protocol
into a multiuser situation, where the TPA can
execute numerous auditing tasks in a batch
manner for better efficiency ',

To accomplish privacy-preserving public
auditing, they suggest to uniquely integrating
the homomorphic linear authenticator with
random masking method. In this protocol, the
linear combination of sampled blocks in the
server’s reaction is masked with randomness
generated by the server. With random masking,
the TPA no longer has all the essential
information to construct up a accurate group of
linear equations and for that reason cannot
derive the user’s data content, no issue how
many linear combinations of the identical set
of file blocks can be composed. Alternatively,
the rightness corroboration of the block-
authenticator pairs can still be accepted in a
new way even with the occurrence of the
randomness. Their design makes employ of a
public key-based HLA, to provide the auditing
protocol with public auditability ['.

By integrating the HLA with random masking,
this protocol guarantees that the TPA could not
learn any knowledge about the data content
stored in the cloud server (CS) during the
efficient auditing procedure. The algebraic and
aggregation properties of the authenticator
further benefit of this design for the batch
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auditing. This public auditing system of data
storage security in cloud computing and
provide a privacy-preserving auditing protocol.
This scheme enables an external auditor to
audit user’s cloud data without learning the
data content. This also supports scalable and
efficient privacy-preserving public storage
auditing in cloud. Specifically, this scheme
achieves batch auditing where multiple
delegated auditing tasks from different users
can be performed simultaneously by the TPA
in a privacy-preserving manner '),

They consider a cloud data storage service
involving three various entities, as shown in
figure 2: the user who has big amount of data
files to be stored in the cloud; the cloud server,
which is managed by the cloud service
provider to provide data storage service and
has significant storage space and computation
resources the third-party auditor that has
expertise and capabilities that cloud users do
not have and is trusted to assess the cloud
storage service reliability on behalf of the user
upon demand. Users are dependent on the CS
for cloud data storage and preservation. They
may also vigorously work together with the CS
to access and update their stored data for
various application intentions. As users no
longer possess their data in the neighborhood,
it is of critical importance for users to ensure
that their data are being correctly stored and
maintained. To save the computation resource
as well as the online burden potentially brought
by the periodic storage correctness verification,
cloud users may resort to TPA for ensuring the
storage integrity of their outsourced data,
whereas hoping to keep their data confidential
from TPA [,
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Figure 2: The architecture of cloud data storage
service.

M.A. Shah et al " proposed solution to offer
storage service accountability is throughout
independent, third party auditing and
arbitration. The customer and service enter into
an agreement or contract for storing data in
which the service provides some type of
payment for data loss or failing to return the
data intact, e.g. free prints, refunds, or
insurance. In such a contract, the two parties
have contradictory incentives. The service
provider, whose objective is to make a profit
and preserve a reputation, has an incentive to
hide data loss. On the other hand, customers
are terribly untrustworthy, e.g. casual home
users. Customers can innocently or
fraudulently claim loss to get paid. Thus, they
engage an independent, third party to arbitrate
and confirm whether stored and retrieved data
is intact. This protocol has three important
operations, initialization, audit, and extraction.
For audits, the auditor interacts with the
service to check that the stored data is intact.
For extraction, the auditor interacts with the
service and customer to check that the data is
intact and return it to the customer ',

This protocol shift the burden of maintenance
these secret keys to a storage service. Since
services are already in the business of
maintaining customers’ data and privacy, the
keys are safer with them. Keeping the data
content confidential from the service is
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discretionary. A customer can keep the keys
and encrypted data with the same service,
thereby enlightening the contents to that
service and allowing it to offer value-added
features away from storage like search.
Otherwise, the customer can separate the keys
and encrypted data onto non-colluding services
to maintain complete privacy. The auditor is
responsible for auditing and extracting both the
encrypted data and the secret keys. Although
they present the protocols for handling the
encrypted data for wholeness, they are
straightforward extensions of existing
techniques. They also describe methods for
privacy preserving auditing and extraction of
digital contents. These schemes separate the
data into two pieces, an encryption key and the
encrypted data. This protocols consent to an
auditor, with minimal long-term state, to audit
both those pieces and extracts those pieces
without revealing the fundamental contents of
either. Using this protocol, all these properties
can be achieved without requiring the customer
to maintain any long-term state. The protocols
for the encrypted data rely on cryptographic
hashes and symmetric key encryption ',

3. CONCLUSION

Cloud computing enables various users to
share or access resources over internet, but
during the data sharing or storage in cloud
security plays a vital role and hence various
auditing protocols are implemented for the
security of these cloud data and also provides
privacy preservation between users. In this
paper, some of the privacy preservation and
public audits are addressed and the techniques
to overcome them are surveyed. While some
approaches utilized traditional cryptographic
methods to achieve privacy, some other
approaches kept them away and focused on
alternate methodologies in achieving privacy.
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