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ABSTRACT

In this paper, we introduce a new fine-grained
two factor authentication (2FA) access
control system for web based cloud computing
services Specifically, in our proposed 2FA
access control system, an attribute based
access control mechanism is implemented
with the necessity of both a user secret key
and alight weight security device. As a user
cannot access the system if they do not hold
both, the mechanism can enhance the security
of the system, especially in those scenarios
where many users share the same computer
for web-based cloud services. In addition,
attribute-based control in the system also
enables the cloud server to restrict the access
to those users with the same set of attributes
while preserving user privacy, i.e., the cloud
server only knows that the user fulfills the
required predicate, but has no idea on the
exact identity of the user. Finally, we also
carry out a simulation to demonstrate the
practicability of our proposed 2FA system.

Keywords:—Fine-grained, two-factor, access
control, Web services.

I. INTRODUCTION

Cloud computing is a computing paradigm,
where a large pool of systems are connected in
private First, the traditional account/password
based authentication is not privacy preserving.
However, it is well acknowledged that privacy
is an essential feature that must be considered
in cloud computing systems. Second, it is
common to share a computer among different
people. It may be easy for hackers to install
some spy ware to learn the login password
from the web browser. A recently proposed
access control model called attribute-based
access control 1s a good candidate to tackle the
first problem. It not only provides anonymous
authentication but also further defines access
control policies based on different attributes of
the requester, environment, or the data object.
In an attribute-based access control system,
each user has a user secret key issued by the
authority. In practice, the user secret key is
stored inside the personal computer. When we
consider the above mentioned second problem
on web-based services, it is common that
computers may be shared by many users
especially in some large enterprises or
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organizations. For example, let us consider the
following two scenarios:

In a hospital, computers are shared by different
staff. Dr. Alice uses the computer in room A
when she is on duty in the daytime, while Dr.
Bob uses the same computer in the same room
when he is on duty at night.

In a university, computers in the undergraduate
lab are usually shared by different students. In
these cases, user secret keys could be easily
stolen or used by an unauthorized party. Even
though the computer may be locked by a
password, it can still be possibly guessed or
stolen by un detected malwares.
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Figure 1: Cloud Architecture.

A more secure way is to use two-factor
authentica-tion(2FA). 2FA is very common
among web-based-banking services. In
addition to a username/password, the user is
also required to have a device to display a one-
time password. Some systems may require the
user to have a mobile phone while the onetime
password will be sent to the mobile phone
through SMS during the log in process. By
using 2FA, users will have more confidence to
use shared computers to login for web based
banking services. For the same reason, it will
be better to have a 2FA system for users in the
web based cloud services in order to increase
the security level in the system.

II. OBJECTIVE

In this paper, we propose a fine-grained two-
factor access control protocol for web based
cloud computing services, using a light weight

security device. The device has the following
properties: (1) it can compute some light
weight algorithms, e.g. hashing and
exponentiation; and (2) it is tamper resistant,
i.e., it is assumed that no one can break in to it
to get the secret information stored inside.
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=

Figure 2: Security Views and Management

Back End

With this device, our protocol provides a 2FA
security. First the user secret key (which is
usually stored inside the computer) is required.
In addition, the security device should be also
connected to the computer (e.g. through USB)
in order to authenticate the user for accessing
the cloud. The user can be granted access only
if he has both items. Further more, the user
cannot use his secret key with another device
belonging to others for the access.

Our protocol supports fine-grained attribute-
based access which provides a great flexibility
for the system to set different access policies
according to different scenarios. At the same
time, the privacy of the user is also preserved.
The cloud system only knows that the user
possesses some required attribute, but not the
real identity of the wuser. To show the
practicality of our system, we simulate the
prototype of the protocol.

III. PROPOSAL

Attribute. Based encryption (ABE) is the
corner stone of attribute-based cryptosystem.
ABE enables fine-grained access control over
encrypted data using access policies and
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associates attributes with private keys and
cipher texts. With in this context, cipher text-
policy ABE(CP-ABE) allows as cal able way
of data encryption such that the encrypt or
defines the access policy that the decryptor
(and his/heart tributes set) needs to satisfy to
decrypt

The cipher text. Thus, different users are
allowed to decrypt different pieces of data with
respect to the pre defined policy. This can
eliminate the trust on the storage server to
prevent unauthorized data access.

Besides dealing with authenticated access on
encrypted data in cloud storage service, ABE
can also be used for access control to cloud
computing service, in a similar way as an
encryption scheme can be wused for
authentication purpose: The cloud server may
encrypt a random message using the access
policy and ask the user to decrypt. If the user
can successfully decrypt the ciphertext (which
means the user’s attributes set satisfies the
prescribed policy), then it is allowed to access
the cloud computing service.

In addition to ABE, another cryptographic
primitive in attribute-based cryptosystem is
attribute-based signature (ABS). An ABS
scheme enables a user to signames sage with
fine grained control over identifying
information. Specifically, in an ABS scheme,
users obtain their attribute private keys from an
attribute authority. Then they can later sign
messages for any predicate satisfied by their
attributes. A verifier will be convinced of the
fact that the signer’s attributes satisfy the
signing predicate if the signature is valid. At
the same time, the identity of signer remains
hidden. Thus it can achieve anonymous
attribute-based access control efficiently.
Recently, Yuenetal. proposed an attribute
based access control mechanism which can be
regarded as the interactive form of ABS.
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Figure 3: Fine Grained Mechanism

B. Access Control With Security Device

1. Security Mediated Crypto System:
Mediated cryptography was first
introduced in a same thod to allow
immediate revocation of public keys.
The basic idea of mediated cryptography
is to use a non line media tor for every
transaction. This online mediator 1is
referred to a SEM (Security Mediator)
since it provides a control of security
capabilities. If the SEM does not
cooperate then no transactions with the
public key are possible any longer.
Recently, an attribute-based version of
SEM was proposed in The notion of
SEM cryptography was further modified
as security mediated certificate less
(SMC) cryptography. In a SMC system,
a user has a secret key, public key and an
identity. In the signing or decryption
algorithm, it requires the secret key and
the SEM together. In the signature
verification or encryption algorithm, it
requires the user public key and the
corresponding identity. Since the SEM is
controlled by an authority which is used
to handle user revocation, the authority
refuses to provide any cooperation for
any revoked user. Thus revoked users
cannot generate signature or decrypt
cipher text.

Note that SMC is different from our
concept. The main purpose of SMC is to
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solve there vocation problem. Thus the
SME is controlled by the authority. In
other words, the authority needs to be
online for every signature signing and
ciphertext decryption. The user is not
anonymous in SMC. While in our
system, the security device is controlled
by the user. Anonymity is also preserved.
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Figure 4:General idea of key and information
transmission in cloud.

2. Key-Insulated Crypto system: The
paradigm of key-insulated cryptography
was introduced in the general idea of key
-insulated security was to store long term
keys in a physically secure but
computationally limited device. Short-
term secret keys are kept by users on a
powerful but insecure device where
cryptographic computations take place.
Short term secrets are then refreshed at
discrete time periods via interaction
between the user and the base while the
public key remains unchanged through
out the lifetime of the system. At the
beginning of each time period, the user
obtains a partial secret key from the
device. By combining this partial secret
key with the secret key for the previous
period, the user renews the secret key for
the current time period.

IV. CONCLUSIONS

In this paper we present the fine-grained two-
factor authentication (2FA) access control

system for web-based cloud computing
services Specifically, in our proposed 2FA
access control system, an attribute-based
access control mechanism is implemented with
the necessity of both a user secret key and a
light weight security device. As a user cannot
access the system if they do not hold both, the
mechanism can enhance the security of the
system, especially in those scenarios where
many users share the same computer for web
based cloud services. In addition, attribute
based control in the system also enables the
cloud server to restrict the access to those users
with the same set of attributes while preserving
user privacy, i.e., the cloud server only knows
that the user fulfills the required predicate, but
has no idea on the exact identity of the user.
Finally, we also carry out a simulation to
demonstrate the practicability of our proposed
2FA system.
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